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% of 
websites 
with 
“serious” 
vulnerability 
of given 
type 

May 2, 2013: WhiteHat Security Website Security Statistics Report. 
www.whitehatsec.com/assets/WPstatsReport_052013.pdf 
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“Serious” vulnerabilities: attacker could  
   > take control over all or part of website 

   > compromise user accounts on system 

   > access sensitive data  

   > violate compliance requirements  

   > possibly make headline news. 

 
 
In short, serious vulnerabilities are those 
that should really be fixed. 
 

86 percent of all websites tested were found  
 

to have at least one “serious” vulnerability … 
  

 

                        and were exposed  
                                       every day of 2012. 
 
 
The average number of vulnerabilities  
per website, from 2011 to 2012:  79 à 56. 
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Make it. 
 
 
 
 
 
 
 

acceptable 
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Make it. 
 
Make it work. 
 
 
 
 
 

acceptable 

functional 
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Make it. 
 
Make it work. 
 
Make it work right. 
 
 
 

acceptable 

functional 

correct 
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15	  

Make it. 
 
Make it work. 
 
Make it work right. 
 
Make it work right, regardless … 
 

acceptable 

functional 

correct 

dependable 
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acceptable 

functional 

correct 
dependable 

acceptable 

functional 

correct 
dependable 

maintainable ? 
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Reliability: does what is expected 

Unreliability: doesn’t do what is expected 
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unavailable 

compromised 

unsafe 
incorrect 

 
 

ISO/IEC 9126-1:2001 
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suitability + accurateness + interoperability + compliance + security 

   maturity 

+ fault tolerance 

+ recoverability 

   understandability 

+ learnability 

+ operability 

  analyzability  

+ changeability 

+ stability 

+ testability 

   adaptability  

+ installability 

+ conformance 

+ replaceability 

time behavior + resource behavior 

ISO/IEC 9126-1:2001 

Software Reliability Engineering 
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Software Reliability Modeling 

Statistical  
Modeling and  
Estimation of  
Reliability  
Functions for  
Software 
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Software Security Engineering 

Software Security Engineering 

confidentiality 

integrity 
accessibility
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Software Security “Touchpoints” 

History 

Appraisal management 

Risk mitigation Configuration management 

	  

	  

reviews tests 

stakeholder agreement 
	  

operational profiles 

verifiable requirements fault-tolerant design 
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Ozmet (2005) analyzed OpenBSD 2.2 data 
   Berkeley Software Distribution = Unix-derived OS 

 
79 vulnerabilities discovered 1998-2002 
 
Applied reliability growth models in SMERFS 
 
Found best fit from  

 Musa logarithmic model 
 
Acceptable results also from 

   other models 
 
 

“Software Security Growth Modeling: Examining Vulnerabilities 
with Reliability Growth Models.” Andy Ozment, University of 
Cambridge. First Workshop on Quality of Protection, Milan, Italy, 
September 15, 2005.   

Shin and Williams (2013) analyzed Firefox web browser 
 
Used fault prediction models based on traditional metrics 
 
Found valid to predict vulnerabilities, although with high rate 

      of false positives 

“Can traditional fault prediction models be used for vulnerability prediction?” Yonghee 
Shin (DePaul University) and  Laurie Williams (North Carolina State University). 
Empirical Software Engineering (2013) 18:25-59. 
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Shin and Williams (2013) … Firefox web browser 
 

11,259 total files 

78% not defective 

21% “defective” 

0.6% vulnerable but  
not found as “defective” 

Software Security Modeling 
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Security Risk Exposure = 
	  

Probability of occurrence  
 
X  
 

Consequence of occurrence 

Security Risk Exposure = 
	  

Probability of occurrence  
 
X  
 

Consequence of occurrence 

(knowledge * skill * resources * motivation) 
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Security Risk Exposure = 
	  

Probability of occurrence  
 
X  
 

Consequence of occurrence 

(knowledge * skill * resources * motivation) 
avoidance 

Resilient Military Systems and the Advanced Cyber Threat  
 Defense Science Board  Task Force Report: January 2013 
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R O I  =    return 

   investment 
 
 
R O S I =  risk exposure reduction 

      security investment 
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Cyber Security and Information Systems 
Information Analysis Center 

Community of Practice à Practical Products 

discussion 

SMEs 
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46 



6/5/13 

24 

47 

ongoing mentoring 

on-the-job application 

management-sponsored project 
initial class session 

follow-up [virtual] sessions 
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