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"This was a 21st century bank heist that
reached through the Internet to span the globe.

But, instead of guns and masks, this cybercrime
organization used laptops and malware.”
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May 2, 2013: WhiteHat Security Website Security Statistics Report.
www.whitehatsec.com/assets/WPstatsReport_052013.pdf

6/5/13



“Serious” vulnerabilities: attacker could

> take control over all or part of website
> compromise user accounts on system
Ii 20 [ > access sensitive data
gy I Iﬁ > violate compliance requirements

> possibly make headline news.

In short, serious vulnerabilities are those
that should really be fixed.

86 percent of all websites tested were found

to have at least one “serious” vulnerability ...

and were exposed
Iﬁ every day of 2012.

The average number of vulnerabilities
per website, from 2011 to 2012: 79 > 56.
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Make it.
Make it work.

Make it work right.
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Make it.
Make it work.

Make it work right.

Make it work right, regardless ...
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Reliability: does what is expected

Q@

Unreliability: doesn’t do what is expected

10



Are the required
functions availahle in
the software?

Howeasy is to transfer
the software to another
environment?

Functionalr
ity Howreliable is the

software?

Portability Reliability

Maintainability Usability

Iz the software
easytouse?

Howeasy isto
modify the software?

Howvefficient is the

software? ISO/IEC 9126-1:2001
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suitability + accurateness + interoperability + compliance + security

adaptability

maturity

+ installability e + fault tol
ault tolerance

+ conformance
+ recoverability

+ replaceability | Portability Reliability

analyzability Usability

Maintainability

+ changeability .l bl
earnability

+ stability
+ operability

understandability

+ testability

time behavior + resource behavior

ISO/IEC 9126-1:2001

Software Reliability Engineering

v Establish quantitative reliability targets

Construct usage profiles of operational system

| —

Test statistically to predict system reliability !
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Software Reliability Modeling
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Software Security Engineering

i Establish multiple quantitative targets

Use threat modeling to identify abuse cases
e
Rethink software reliability growth modeling J

Lo wee o S

Software Security Engineering

confidentiality
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Ozmet (2005) analyzed OpenBSD 2.2 data

Berkeley Software Distribution = Unix-derived OS
79 vulnerabilities discovered 1998-2002

Applied reliability growth models in SMERFS

Found best fit from
Musa logarithmic model

Acceptable results also from A
other models £,

Time Between Faults

“Software Security Growth Modeling: Examining Vulnerabilities

with Reliability Growth Models.” Andy Ozment, University of . da s

Cambridge. First Workshop on Quality of Protection, Milan, Italy, e =
September 15, 2005.

Shin and Williams (2013) analyzed Firefox web browser
Used fault prediction models based on traditional metrics

Found valid to predict vulnerabilities, although with high rate
of false positives

11,259 total files

78% not defective

. 3% vulnerable

“Can traditional fault prediction models be used for vulnerability prediction?” Yonghee
Shin (DePaul University) and Laurie Williams (North Carolina State University).
Empirical Software Engineering (2013) 18:25-59.
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Shin and Williams (2013) ... Firefox web browser

11,259 total files

21% “defective”

78% not defective

0.6% vulnerable but
not found as “defective”

Software Security Modeling

Attack + Countermeasure Tree

18



Security Risk Exposure =
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Security Risk Exposure =

)
\/g\/)@ Probability of occurrence

(knowledge * skill * resources * motivation)
avoi

X Q"’*’"%f
Consequence of occurrence 8 E“

Risk =f ( threat, vulnerabilities, consequences )

| I | | I |

Deter Disrupt Defend Detect Restore Discard

|:| Risk Management Parameters

Resilient Military Systems and the Advanced Cyber Threat
Defense Science Board Task Force Report: January 2013
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ROI = return
iInvestment

R O S | = risk exposure reduction
security investment
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Cyber Security and Information Systems
Information Analysis Center
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Software Security Growth Modeling
Security growth modeling, analogous to reliabilit growth
maodeling, is an attempt to quantify how the projected security
of a system increases with additional detection and removal
of... read more

Quantifying Uncertainty  Software Security  Social Media Analytics  Managing Technical
Modeling and Privacy Debt

Automated Test and
Re-Test (ATRT) in Early Lifecycle Cost  Growth
Estimation

« Software Intensive  Systems
Engineering

SW Software Intensive Systems Engineering

includes the entire fleld of software and
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